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© Information is read from a medium, such as a 
paper sheet, on which the information is written. The 
information thus read is encoded by use of encoding 
keys. The encoding keys are those created at each 
encoding or already created and reused. The en- 
coded information is written on another paper sheet 
or another medium. In decoding, information is read 
from the medium on which the encoded information 
is written. The information thus read is decoded by 
use of the encoding keys as the decoding keys. The 
decoded information is written on another paper 
sheet or another medium. 
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TECHNICAL FIELD 

The present Invention relates to a copying ma- 
chine (a copier) with an encryption function for 
optically reading information printed, or described 
or written on a medium such as paper, enciphering 
(encrypting) or deciphering (decrypting) the read 
information, and printing or describing or writing 
the enciphered or deciphered information on the 
medium such as paper again or storing the enci- 
phered or deciphered information in a medium in 
which information is to be electrically, magnetically 
or optically stored. Furthermore, the present inven- 
tion relates to a copying machine with an encryp- 
tion function for reading information from a medium 
on which information is to be electrically, mag- 
netically or optically recorded, enciphering or de- 
ciphering the read information, and printing or de- 
scribing or writing the read information on a me- 
dium such as paper. 

Background Art 

When information printed on a medium such as 
paper is keep secret, the paper or the like is 
generally contained in a particular storage location, 
a book storeroom with a key, or the like. However, 
it is inconvenient to accommodate secret docu- 
ments frequently created every day in a particular 
storage location, a book storeroom with a key, or 
the like one by one. 

A method of enciphering information and print- 
ing the enciphered information on paper or the like 
is disclosed in Japanese Patent Application Laid- 
open (Kokai) No. 1-147750. This makes it possible 
to store printed paper without accommodating the 
paper in a particular storage location or the like. 
However, the cryptography described in this pub- 
lication is to only convert document data (plaintext 
data) into ciphertext data in accordance with a 
predetermined encryption table. Accordingly, the 
rule of encryption may be easily analyzed by a 
third person so that the ciphertext data is easily 
deciphered. Consequently, it is difficult to maintain 
secrecy about information even by the method 
described in this publication. 

DISCLOSURE OF THE INVENTION 

An object of the present invention is to provide 
a copying machine capable of generating an en- 
cryption key every time information described on a 
medium such as paper is copied, and enciphering 
the information using the generated encryption key 
and writing the enciphered information in another 
medium, thereby to make it difficult to analyze the 
enciphered information and make it possible to 
keep the information secret without storing the pa- 



per or the lik in a particular storage location, a 
book storeroom or the lik . 

Another object of the present invention is to 
make it impossible for a third person to easily know 
5 an encryption key used when information is enci- 
phered. 

Still another object of the present invention is 
to automatically generate an encryption key. 

A further object of the present invention is to 

w prevent, when enciphered information is deci- 
phered, a state where there occurs an error such 
as a defect in the information due to a reading 
error or a writing error of the information, and the 
information cannot be correctly deciphered in the 

75 entire range or a wide range of a portion connect- 
ing with a portion where the error occurs, thereby 
to keep the range in which the information cannot 
be deciphered to a minimum. 

A copying machine with an encryption function 

20 according to the present invention, which optically 
reads information from a first medium on which 
information is printed or described or written, and 
prints or describes or writes the read information 
on the surface of a second medium, or stores the 

25 read information in a third medium in which in- 
formation is electrically, magnetically or optically 
stored, or which reads information from a fourth 
medium in which information is electrically, mag- 
netically or optically stored and prints or describes 

30 or writes the read information on the surface of a 
fifth medium: comprising information reading 
means for reading the information from the first or 
fourth medium; encryption key generating means 
capable of generating an encryption key for enci- 

35 phering the information read by the information 
reading means every time encryption processing is 
performed; enciphering means for enciphering the 
information read by the information reading means 
using the encryption key generated by the encryp- 

40 tion key generating means; and information writing 
means for printing or describing or writing the 
information enciphered by the enciphering means 
on the second or fifth medium, or storing the 
enciphered information in the third medium. 

45 The first, second and fifth media are ones on 

which information is described or printed or written 
by a pen or a printer, for example, paper, tracing 
paper, OHP (Over-Head Projector) sheet or the like. 
Examples of the first, second and fifth media in- 

50 elude one having a curved surface in addition to 
planar one. Examples of the third and fourth media 
include a semiconductor storage device, a mag- 
netic storage device and an optical storage device. 
Examples of the information include a char- 

55 acter, a figure and a sign and the like. 

Reading of information includes reference of 
information stored in a semiconductor storage de- 
vice, a magnetic storage device, an optical storage 
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device or the like in addition to optical reading of 
information described or written or printed on a 
medium such as paper. Writing of information in- 
cludes storage in a semiconductor storage device, 
a magnetic storage device, an optical storage de- 5 
vice or the like in addition to description or printing 
on paper or the like. 

The information written in the first or fourth 
medium is read by the information reading means, 
and is enciphered by the enciphering means. The 10 
enciphering means performs encryption processing 
using the encryption key generated by the encryp- 
tion key generating means. It is also possible for 
the encryption key generating means to or not to 
generate the encryption key every time encryption 15 
processing is performed. If the encryption key is 
not generated when encryption processing is per- 
formed, an encryption key generated in the past is 
used. The enciphered information is written into the 
second, third or fifth medium. 2 o 

According to the present invention, the enci- 
phered information is written into the medium such 
as paper, whereby a third person cannot under- 
stand the meaning and the content of the informa- 
tion even if he or she sees the paper or the like. 25 
Consequently, it is possible to prevent the informa- 
tion from leaking out without storing the medium 
such as paper in a particular storage location or the 
like. Decryption processing cannot be performed if 
the third person does not know the encryption key 30 
(a decryption key). Moreover, the encryption key 
(the decryption key) can be also generated for 
each copying. Accordingly, the third person cannot 
easily know the encryption key, thereby to make it 
difficult to make cryptanalysis of ciphertext. In addi- 35 
tion, the encryption key is automatically generated, 
whereby a user is released from trouble in deter- 
mining the encryption key. 

Preferably, the above described encryption key 
is generated by enciphering a pseudo-random 40 
number. Consequently, the encryption key gen- 
erated for each copying becomes random, thereby 
to make it difficult for the third person to know or 
presume the encryption key. 

In accordance with another preferred mode, the 45 
encryption key is generated by enciphering data 
obtained by numerically expressing a time interval 
between two instructing inputs out of a plurality of 
instructing inputs provided to the copying machine 
with an encryption function and including the start 50 
and the stop of copying, the number of copies, and 
the designation of encryption and decryption. The 
time interval between the two instructing inputs is 
not fixed because it depends on the input by the 
user. Consequently, the encryption key generated 55 
becomes random, thereby to make it difficult for 
the third person to know or presume the encryption 
key. 



In a preferr d mode of the present invention, 
the copying machine with an encryption function 
comprises a first memory and deciphering means. 
The encryption key generated by the encryption 
key generating means is stored in the first mem- 
ory, and the deciphering means deciphers the in- 
formation read by the information reading means 
utilizing as a decryption key the encryption key 
stored in the first memory. 

Examples of the first memory include a semi- 
conductor storage device, a magnetic storage de- 
vice, an optical storage device and the like, and 
also include one connected to the exterior of the 
copying machine in addition to one located inside 
the copying machine with an encryption function. 

Therefore, the enciphered information recorded 
on the second, third or fifth medium can be de- 
ciphered. 

In accordance with one mode of the present 
invention, the copying machine with an encryption 
function comprises determining means for deter- 
mining, at random, a storage location, which has 
not been used, in order to store the encryption key 
generated by the encryption key generating means 
in the first memory, first displaying means for dis- 
playing the storage location determined by the 
determining means, and inputting means for input- 
ting the storage location displayed by the first 
displaying means, the deciphering means reading 
out the encryption key from the storage location in 
the first memory, which is inputted by the inputting 
means, and deciphering the information read by 
the information reading means utilizing the encryp- 
tion key as a decryption key. 

The storage location in the first memory in 
which the encryption key is stored is determined at 
random, and is displayed on the first displaying 
means. The user inputs the storage location by the 
inputting means when the enciphered information is 
deciphered. The deciphering means takes out the 
decryption key on the basis of the inputted storage 
location, to perform decryption processing. 

The user can manage the encryption key by 
making a note of the storage location on a memo 
pad of his or her own by establishing a correspon- 
dence with the enciphered information or the sec- 
ond, third or fifth medium in which the enciphered 
information is written. Even if the encryption key 
differs for each copying, therefore, the user can 
manage the encryption key without being mistaken 
for the other, thereby to make it possible to de- 
cipher the enciphered information when required. 

In accordance with another mode of the 
present invention, the copying machine with an 
encryption key comprises determining means for 
determining, at random, a storage location, which 
has not been used, in order to store the encryption 
key generated by the encryption key generating 
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means in the first memory, and a second memory 
for storing the storage location determined by th 
determining means, the deciphering means reading 
out the encryption key from the storage location in 
the first memory, which is stored in the second 
memory, and deciphering the information read by 
the information reading means utilizing the encryp- 
tion key as a decryption key. 

Examples of the second memory include a 
portable storage device such as a magnetic card, a 
memory card or a floppy disk. 

The storage location in the first memory for 
storing the encryption key which is determined at 
random is stored in the second memory. The de- 
ciphering means reads out the storage location of 
the encryption key (the decryption key) which is 
stored in the second memory and deciphers. The 
user has the second memory, thereby to make it 
possible to prevent the storage location of the 
encryption key from being known by the third per- 
son. In addition, the user manages the second 
memory in correlation with the enciphered informa- 
tion or the second, third or fifth medium in which 
the enciphered information is written, thereby to 
make it possible to easily manage the encryption 
key (the decryption key). 

In accordance with still another mode of the 
present invention, the copying machine with an 
encryption function comprises identifier determin- 
ing means for determining an identifier of the sec- 
ond, third or fifth medium, and a third memory for 
storing the identifier determined by the identifier 
determining means and the encryption key gen- 
erated by the encryption key generating means in 
correspondence with each other. 

Examples of the third memory include a porta- 
ble storage device such as a magnetic card, a 
memory card or a floppy disk. 

Furthermore, in this mode, the copying ma- 
chine with an encryption function comprises sec- 
ond displaying means for displaying the identifier 
stored in the third memory, inputting means for 
designating the identifier displayed by the second 
displaying means, and deciphering means for read- 
ing out from the third memory the encryption key 
corresponding to the identifier inputted by the in- 
putting means and deciphering the information 
read by the information reading means utilizing the 
encryption key as a decryption key. 

The identifier is assigned to the medium in 
which the enciphered information is written. The 
identifier and the encryption key are stored in the 
third memory by establishing a correspondence 
therebetween. A plurality of identifiers and encryp- 
tion keys can be stored in the third memory. At the 
time of decryption, the identifiers are displayed on 
the second displaying means. The user designates 
the identifier corresponding to the medium to be 



deciphered out of the identifiers and inputs the 
designated identifier. Th deciphering means r ads 
out the encryption key (the decryption key) cor- 
responding to the inputted identifier from the third 

5 memory, to perform decryption processing. 

The encryption key is stored by establishing a 
correspondence with the identifier of the medium in 
which the encryption key is used, thereby to make 
it possible to prevent the decryption key (the en- 

10 cryption key) from being unclear at the time of 
decryption. In addition, the user manages the third 
memory, thereby to make it possible to easily 
manage the encryption key and prevent the en- 
cryption key from being known by the third person. 

75 In accordance with another preferred mode of 
the present invention, the copying machine with an 
encryption function comprises synchronous code 
adding means for adding a synchronous code for 
each predetermined spacing to the information en- 

20 ciphered by the enciphering means. At the time of 
decryption, the deciphering means deciphers the 
enciphered information by repeating the start and 
the completion of decryption processing by detect- 
ing the synchronous code. 

25 Even if the enciphered information cannot be 

correctly deciphered due to an error in the informa- 
tion which occurs when the information is written or 
read (a defect in the information or extra reading of 
the information), the decryption is completed once 

30 by detecting the succeeding synchronous code, 
after which the decryption is newly started, thereby 
to make it possible to correctly decipher the in- 
formation since the succeeding synchronous code 
was detected. Specifically, the range in which the 

35 information cannot be correctly deciphered due to 
the error in the information can be limited to a zone 
between a portion where the error in the informa- 
tion occurs and a synchronous code followed by 
the error portion, thereby to make it possible to 

40 prevent the adverse effect thereof from being ex- 
erted on ranges other than the zone. 

In accordance with a further preferred mode of 
the present invention, the second or fifth medium 
includes at least two parallel synchronous areas for 

45 synchronization in the information writing means 
with predetermined spacing, and the information 
writing means repeatedly prints or describes the 
information on an area other than the synchronous 
areas from the one synchronous area to the other 

so synchronous area adjacent thereto on the surface 
of the second or fifth medium. 

Furthermore, the first medium includes at least 
two parallel synchronous areas for synchronization 
in the information reading means with predeter- 

55 mined spacing, the information reading means re- 
peatedly optically reads the information from the 
one synchronous area to the other synchronous 
area adjacent thereto on the surface of the first 
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medium, and the deciphering m ans starts th 
decryption of the information r ad from the area 
other than th synchronous areas in synchroniza- 
tion with the movement of the information reading 
means from the synchronous areas to the area 
other than the synchronous areas, while completing 
the decryption of the information in synchronization 
with the movement of the information reading 
means from the area other than the synchronous 
areas to the synchronous areas, to repeat the start 
and the completion of the decryption. 

At least two parallel synchronous areas are 
provided on the first, second or fifth medium. It is 
possible to use, as the synchronous area, an area 
which can transmit light, an area from which light is 
reflected, a magnetic area, an area having a struc- 
tural change such as irregularities on a medium, or 
the like. The information is repeatedly printed or 
described or read from the one synchronous area 
to the other synchronous area adjacent thereto. 

When the information is deciphered, the de- 
cryption of the information read from the area other 
than the synchronous areas is started in synchro- 
nization with the movement of the information read- 
ing means from the synchronous areas to the area 
other than the synchronous areas, while being 
completed (terminated) in synchronization with the 
movement from the area other than the synchro- 
nous areas to the synchronous areas. The start and 
the completion (termination) of the decryption are 
repeated, thereby to decipher the information in the 
area other than the synchronous areas on the me- 
dium. 

Even when the enciphered information cannot 
be correctly deciphered due to the error in the 
information which occurs when the information is 
written or read out, the decryption is completed 
once in the synchronous area followed by the por- 
tion where the error in the information exists. The 
decryption is started again in an area other than 
the synchronous areas followed by the synchro- 
nous area. Consequently, the range in which the 
enciphered information cannot be correctly deci- 
phered can be limited to only the zone between the 
portion where the error in the information exists 
and the synchronous area followed by the error 
portion, thereby to make it possible to prevent the 
effect thereof from being exerted on ranges other 
than the zone. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram showing the construc- 
tion of a copying machine with an encryption 
function in a first embodiment; 
Fig. 2a is a diagram showing the flow of signals 
in one example of encryption processing for 
converting plaintext data into ciphertext data; 



Fig. 2b illustrates a substitution correspondence 
table of an S box; 

Fig. 3a is a block diagram showing one xample 
of the construction of a key generating circuit; 

5 Fig. 3b is a flow chart showing the flow of 
encryption key generation processing; 
Figs. 4a, 4b and 4c are flow charts showing the 
flow of processing of the copying machine with 
an encryption function in the first embodiment; 

10 Fig. 5 is a block diagram showing the construc- 
tion of a copying machine with an encryption 
function comprising an external storage device; 
Fig. 6 is a block diagram showing the construc- 
tion of a copying machine with an encryption 

75 function having data compressing and expand- 
ing function; 

Fig. 7 is a block diagram showing the construc- 
tion of a copying machine with an encryption 
function in a second embodiment; 
20 Fig. 8a illustrates for each line ciphertext data 
obtained by enciphering data from an image 
scanner; 

Fig. 8b illustrates ciphertext data for each line 
having asynchronous data ji and j 2 respectively 
25 added to its head and end; 

Figs. 9a and 9b are flow charts showing the flow 
of processing for adding and eliminating syn- 
chronous data; 

Fig. 10 is a block diagram showing the construc- 
30 tion of a copying machine with an encryption 

function in a third embodiment; 

Fig. 11a illustrates the construction of special 

paper on which ciphertext data is printed in the 

third embodiment; 
35 Fig. 11b is an enlarged front view of the special 

paper; 

Fig. 11c is an enlarged cross sectional view 
taken along a line XI - XI shown in Fig. 11a; 
Fig. 12 is a block diagram showing the construc- 
40 tion of a synchronous data detecting circuit; 

Fig. 13 is a logic circuit diagram showing the 
construction of a synchronous data removing 
circuit; 

Figs. 14a and 14b are timing charts showing the 
45 relationship between input data and output data 
of the synchronous data removing circuit; 
Figs. 15a and 15c are enlarged front views of 
special paper; 

Fig. 15b and 15d are enlarged cross sectional 
50 views of the special paper; and 

Fig. 16 is a block diagram showing the construc- 
tion of a copying machine with an encryption 
function in a fourth embodiment. 

55 
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BEST MODE FOR CARRYING OUT THE INVEN- 
TION 

I. First Embodiment 

5 

(1) Construction of a copying machine with an 
encryption function 

Fig. 1 is a block diagram showing the construc- 
tion of a copying machine (a copier) with an en- 10 
cryption function in a first embodiment. 

The copying machine with an encryption func- 
tion comprises an image scanner 1, an encryp- 
tion/decryption processing circuit 2, a printer 3 (a 
laser printer or the like), a key generating circuit 4, 75 
a memory 5 (a RAM or the like), a selector 6, a 
control circuit 7, a keyboard 8, and a display de- 
vice 9 (a CRT (Cathode Ray Tube) display, a liquid 
crystal display or the like). 

The image scanner 1 optically reads informa- 20 
tion such as a character or a figure recorded on a 
medium (a document) such as set paper (photo- 
graphic paper, OHP paper, tracing paper or the like 
in addition to plain paper), and converts the in- 
formation into bit data (image data). Instructions to 25 
start and terminate, for example, reading of in- 
formation are given by a control signal cl from the 
control circuit 7. The information described on the 
medium such as paper includes plaintext or cipher- 
text. 30 

If the read information is converted without 
including luminance information, one dot deter- 
mined by the resolution of the image scanner 1 is 
converted into 1-bit data. The value of bit data 
corresponding to the one dot is made 1 if the one 35 
dot includes information such as a character or a 
figure (if the brightness of the one dot is less than 
a predetermined threshold value, that is, it is dark), 
while being made 0 if there is no information such 
as character or figure (if the brightness is not less 40 
than a predetermined threshold value, that is, it is 
light). If the read information is converted by in- 
cluding luminance information, the one dot is con- 
verted into data composed of a plurality of bits 
such as four bits or eight bits. Bit data d1 obtained 45 
by the conversion is inputted to the encryp- 
tion/decryption processing circuit 2. 

The encryption/decryption processing circuit 2 
outputs data d2 to the printer 3 after subjecting the 
bit data d1 inputted from the image scanner 1 to 50 
encryption or decryption processing or without sub- 
jecting the bit data d1 to the processing. 

When a user designates encryption using the 
keyboard 8, an instruction to perform encryption 
processing is given to the encryption/decryption 55 
processing circuit 2 by a control signal c5 from the 
control circuit 7. The encryption/decryption pro- 
cessing circuit 2 subjects the data d1 (plaintext 



data) inputted from the imag scanner 1 to ncryp- 
tion processing, to convert the data d1 into cipher- 
text data d2. When the user designates decryption, 
an instruction to perform decryption processing is 
given to the encryption/decryption processing cir- 
cuit 2 by the control signal c5 from the control 
circuit 7. The encryption/decryption processing cir- 
cuit 2 subjects the input data d1 (ciphertext data) 
from the image scanner 1 to decryption process- 
ing, to convert the input data d1 into plaintext data 
d2. When the user designates neither encryption 
nor decryption, an instruction not to perform pro- 
cessing is given to the encryption/decryption pro- 
cessing circuit 2 by the control signal c5 from the 
control circuit 7, to directly output the input data d1 
(plaintext data or ciphertext data) to the printer 3. 
This is the function of a normal copying machine. 

Fig. 2a is a diagram showing the flow of signals 
in one example of encryption processing of the 
encryption/decryption processing circuit 2. 

8-bit data M (= 01001101) and 12-bit data ( = 
001010000110) are respectively inputted as plain- 
text data to be enciphered and an encryption key. 
The plaintext data is applied from the image scan- 
ner 1 as described above. The encryption key is 
applied from the key generating circuit 4 as de- 
scribed later. 

S boxes 21 to 24 substitute (convert) input data 
for (into) output data. For example, if the value of 
the input data is 1 (a decimal number), 14 (a 
decimal number) is outputted as the output data. 
Fig. 2b illustrates a substitution correspondence 
table of each of the S boxes 21 to 24. 

The 8-bit plaintext data is divided into data 
composed of upper four bits (the left half) L1 ( = 
0100) and data composed of lower four bits (the 
right half) R1 ( = 11 01). The left half data L1 is 
inputted to an exclusive OR element 25, and the 
right half data R1 is inputted to exclusive OR 
elements 29 and 26. 

The 12-bit encryption key K is divided into four 
data each composed of three bits. Data 1 of 1-bit is 
added as the most significant bit to three bits ( = 
001) composing the uppermost (leftmost) data and 
three bits (= 000) composing the third data (the 
third data from the left). Data 0 of 1-bit is added as 
the most significant bit to three bits (= 010) com- 
posing the second data (the second data from the 
left) and three bits (= 110) composing the lower- 
most (rightmost) data. As a result, the encryption 
key is changed into data K1 (= 1001), K2 ( = 
0010), K3 (= 1000) and K4 (= 0110) each com- 
posed of four bits. The data K1 , K2, K3 and K4 are 
respectively inputted to exclusive OR elements 29, 
30, 31 and 32. 

The exclusive OR of the data R1 and K1 is 
found in the exclusive OR element 29, and data 
representing the result (= 0100) is inputted to the 
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S box 21, and is convert d (subjected to substitu- 
tion) in accordance with the table shown in Rg. 2b. 
The xclusiv OR of data obtain d by the conv r- 
sion in the S box 21 and the data L1 is found in the 
exclusive OR element 25, and data R2 represent- 
ing the result (= 1101) is inputted to the exclusive 
OR elements 30 and 27. In the same manner, the 
exclusive OR of the data R2 and K2 is found in the 
exclusive OR element 30, data representing the 
result is converted (subjected to substitution) in the 
S box 22, and the exclusive OR of data obtained 
by the conversion in the S box 22 and data L2 ( = 
R1) is found in the exclusive OR element 26, to 
calculate data R3 (= 0111). In the same manner, 
data is converted (subjected to substitution) in the 
S boxes 23 and 24, and the exclusive OR of data is 
found in each of the exclusive OR elements 27, 28, 
31 and 32, to generate 8-bit ciphertext data 
01111001 comprising data composed of upper 
(leftmost) four bits CL (= 0111) and data com- 
posed of lower (rightmost) four bits CR ( = 1001). 

In decryption processing, ciphertext data is 
subjected to an operation reverse to the operation 
in the encryption processing, so that the ciphertext 
data is returned to the original plaintext data. 

As an algorithm used for encryption and de- 
cryption, a genera) DES (Data Encryption Standard) 
for enciphering or deciphering 64-bit plaintext or 
ciphertext data using a 56-bit encryption or decryp- 
tion key may be used. Alternatively, an FEAL (Fast 
Encryption Algorithm), for example, may be also 
used. Further, it does not matter which of a sym- 
metric cryptosystem and an asymmetric cryp- 
tosystem (of a modulo exponentiation type, a knap- 
sack type or the like) is used as an algorithm and 
which of a block cipher and a stream cipher (a 
Vernam cipher, an NFSR (Non-linear Feedback 
Shift Register) or the like) is used. 

The printer 3 is a device for printing the input 
data d2 from the encryption/decryption processing 
circuit 2 again on the medium such as paper. The 
input data includes ciphertext data and plaintext 
data as described above. Control of the start and 
the termination of printing, the number of paper 
sheets on which printing is done, and the like is 
carried out in accordance with a control signal c6 
from the control circuit 7. The printer 3 may also 
comprise a function and an equipment of sorting, 
stacking or the like, similarly to the general copying 
machine. 

The key generating circuit 4 generates an en- 
cryption key k1 which is used by the encryp- 
tion/decryption processing circuit 2 for encryption 
processing (a decryption key at the time of decryp- 
tion) when it receives a key generation signal c2 
from the control circuit 7. The generated encryption 
key k1 is outputted to the memory 5 and the 
selector 6. 



An encryption key can be also generated for 
each copying, or an encryption k y already stored 
in the memory 5 can be also reused without gen- 
erating an encryption key for each copying. 

5 Rg. 3a is a block diagram showing one exam- 

ple of the construction of the key generating circuit 
4. The key generating circuit 4 comprises a pseu- 
do-random number generating circuit 40, a shift 
register 48, and an enciphering circuit 49. The 

10 pseudo-random number generating circuit 40 is 
constituted by 4-bit counters 41 to 44 and exclu- 
sive OR elements 45 to 47. The 4-bit counters are 
serially connected to each other, thereby to make it 
possible to generate a pseudo-random number giv- 

75 en by a primitive polynomial F (x) = x p + x** + 1 - 
(p and q are integers). 

In the pseudo-random number generating cir- 
cuit 40, an initial value "1 " is applied to the exclu- 
sive OR element 47 at the time of starting (at the 

20 time of turning on the power supply or at the time 
of reset) in order to prevent all output values of the 
counters 41 to 44 from being zero at the time of 
starting. While the copying machine is being op- 
erated after the power supply is turned on, a clock 

25 signal (not shown) is always supplied to the coun- 
ters 41 to 44, and 1-bit output data (a pseudo- 
random number) is supplied to the shift register 48 
from an output Q4 of the counter 44. 

The shift register 48 is composed of arbitrary 

30 bits corresponding to the length of an encryption 
key. For example, if the encryption key is com- 
posed of n bits (n is a positive integer), the shift 
register 48 is composed of n bits or more bits. 
The enciphering circuit 49 enciphers input data 

35 to output ciphertext data, similarly to the above 
described encryption/decryption processing circuit 
2. The above described DES or the like can be 
used as an encryption algorithm. All or a part of 
data stored in the shift register 48 are inputted as 

40 input data (plaintext data). The ciphertext data ob- 
tained by enciphering the input data (the output 
data of the enciphering circuit 49) is applied as an 
encryption key k1 to the encryption/decryption pro- 
cessing circuit 2. 

45 As an encryption key for enciphering the input 

data in the enciphering circuit 49, the same data as 
the input data can be used, or another data can be 
also used. For example, if the shift register 48 is 
composed of 12 bits, the 12-bit data can be also 

so used for the input data and the encryption key. If 
the shift register 48 is composed of 24 bits, the 
upper 12 bits and the lower 12 bits can be used for 
the input data and the encryption key, respectively. 
If the shift register is composed of 18 bits, the 

55 upper 12 bits and the lower 12 bits can be also 
used for the input data and the encryption key, 
respectively. The bit lengths of the input data and 
the encryption key can be made different from 
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ach other. 

Fig. 3b is a flow chart showing the flow of 
encryption key generation processing in a case 
where an encryption key is generated by software 
(a program). 

When key input (for example, key input of the 
set of the number of copies or the designation of 
encryption) is provided to the keyboard 8 from the 
user, a counter inside the key generating circuit 4 
is initialized to zero by the control signal c2 from 
the control circuit 7 (step 101). Until the subse- 
quent key input (for example, key input of the start 
of copying) is provided, the count value of the 
counter is increased (incremented) one by one 
(steps 102 and 103). 

When the subsequent key input is provided 
(YES in step 103), the count value of the counter at 
that time is used as plaintext data (data to be 
enciphered) and an encryption key, to perform 
encryption processing (step 104). Ciphertext data 
obtained by the encryption processing is applied 
as the encryption key k1 to the encryp- 
tion/decryption processing circuit 2. 

Data obtained by further enciphering a pseudo- 
random number or the like is thus used as an 
encryption key, thereby to make it difficult for a 
third person to know the encryption key (a decryp- 
tion key). 

The memory 5 stores the encryption key gen- 
erated by the key generating circuit 4. The encryp- 
tion key stored in the memory 5 is used as a 
decryption key when the ciphertext data is de- 
ciphered. The encryption key stored in the memory 
5 can be also used as an encryption key again. 

The selector 6 selectively outputs either one of 
the encryption key k1 generated by the key gen- 
erating circuit 4 and the encryption key (the de- 
cryption key) k2 stored in the memory 5 to the 
encryption/decryption processing circuit 2 under 
the control of the control circuit 7. The control 
circuit 7 controls the selector 6 by a control signal 
c4 so that the encryption key k1 from the key 
generating circuit 4 or the encryption key k2 from 
the memory 5 is fed to the encryption/decryption 
processing circuit 2 when the encryption/decryption 
processing circuit 2 performs encryption process- 
ing, while the decryption key k2 from the memory 
5 is fed to the encryption/decryption processing 
circuit 2 when the encryption/decryption processing 
circuit 2 performs decryption processing. 

The control circuit 7 controls the image scan- 
ner 1, the encryption/decryption processing circuit 
2, the printer 3, the key generating circuit 4, the 
memory 5. and the selector 6, as described above. 
In addition, the control circuit 7 accepts input data 
from the keyboard 8, and displays necessary data 
on the display 9. 



The keyboard 8 is a device which is used by 
the user for inputting the start or the stop of copy- 
ing, the number of copies, and enlargement, reduc- 
tion, the set of sorting or stacking, the designation 
5 of encryption or decryption, or the like to the copy- 
ing machine with an encryption function. 

The display device 9 is a device for displaying 
the data inputted from the keyboard 8, necessary 
guide data to the user, and the like. An address in 
w the memory 5 storing the encryption key may, in 
some cases, be displayed, as described later. 

(2) Copying processing of a copying machine with 
an encryption function 

15 

Figs. 4a, 4b and 4c are flow charts showing the 
flow of processing of the copying machine with an 
encryption function in a first embodiment. 

The number of copies, the set of sorting or 

20 stacking, or the like is inputted through the key- 
board 8 by the user (step 201). The inputted data 
is stored in a memory (a RAM or the like) inside 
the control circuit 7. The control circuit 7 controls 
the image scanner 1 , the printer 3, and the like on 

25 the basis of the inputted data, to make a required 
number of copies and control sorting or stacking. 

An instruction as to which of encryption pro- 
cessing and decryption processing is to be per- 
formed is then inputted through the keyboard 8 by 

30 the user (step 202). If an "encryption key" and a 
"decryption key" are provided in the keyboard 8, 
the designation of encryption or decryption is in- 
putted by these keys. If the decryption processing 
is performed, the address in the memory 5 storing 

35 the decryption key (the encryption key) may, in 
some cases, be inputted from the keyboard 8, the 
details of which will be described later. If neither 
the encryption processing nor the decryption pro- 
cessing is performed, the designation of encryption 

ao or decryption and the address are not inputted. 
The inputted data is also stored in the memory 
inside the control circuit 7. The control circuit 7 
controls the encryption/decryption processing cir- 
cuit 2, the key generating circuit 4, the memory 5, 

45 and the selector 6 on the basis of the inputted 
data. 

An instruction to start copying is then inputted 
through the keyboard 8 by the user (step 203). The 
control circuit 7 applies the reading start signal c1 
so to the image scanner 1 upon this input, and the 
image scanner 1 reads information described on 
the medium such as paper (a document) set (step 
204). 

If the encryption is designated in the step 202 
55 (YES in step 205), the control circuit 7 applies the 
encryption key generation signal c2 and the enci- 
phering signal c5 to the key generating circuit 4 
and the encryption/decryption processing circuit 2, 
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respectively. Trie key generating circuit 4 gen- 
erates the encryption key k1 as described above in 
response to the encryption key generation signal 
c2 from the control circuit 7 (step 208). The gen- 
erated encryption key k1 is fed to the encryp- 
tion/decryption processing circuit 2 through the se- 
lector 6, and is stored in the memory 5. The 
encryption key already stored in the memory 5 can 
be also fed to the encryption/decryption processing 
circuit 2 without newly generating an encryption 
key. The encryption/decryption processing circuit 2 
enciphers the input data d1 from the image scan- 
ner 1 on the basis of the applied encryption key 
(step 209). 

The printer 3 prints on the medium such as 
paper the ciphertext data d2 fed from the encryp- 
tion/decryption processing circuit 2 in accordance 
with the control signal c6 from the control circuit 7 
(step 207). 

If the decryption is designated in the step 202 
(NO in step 205, and YES in step 206), the control 
circuit 7 applies the address storing the decryption 
key and a read-out signal to the memory 5 as a 
control signal c3. Consequently, the decryption key 
k2 is read out of the memory 5 (step 210), and is 
fed to the encryption/decryption processing circuit 

2 through the selector 6. This decryption key k2 is 
the same key as the encryption key used when the 
ciphertext data to be deciphered is enciphered. 

Description is made in detail later as to how 
the encryption key is to be stored in the memory 5, 
or how the same key as the key used at the time 
of the encryption is to be taken out, at the time of 
the decryption. 

The control circuit 7 applies the deciphering 
signal c5 to the encryption/decryption processing 
circuit 2, and the encryption/decryption processing 
circuit 2 deciphers the input data d1 from the 
image scanner 1 on the basis of the applied de- 
cryption key (step 211). 

If neither encryption nor decryption is des- 
ignated in the step 202 (NO in step 205, and NO in 
step 206), the control circuit 7 instructs the encryp- 
tion/decryption processing circuit 2 to perform nei- 
ther encryption processing nor decryption process- 
ing by the control signal c5, and the encryp- 
tion/decryption processing circuit 2 outputs the in- 
put data d1 from the image scanner 1 to the printer 

3 as is. 

The printer 3 prints on the medium such as 
paper the data d2 fed from the encryp- 
tion/decryption processing circuit 2 in accordance 
with the control signal c6 from the control circuit 7 
(step 207). The processing is terminated. 

Thus, a document or a drawing to be copied is 
printed upon enciphering the content thereof, there- 
by to make it possible to prevent information from 
leaking out without storing the printed document or 



the like in a particular storage location, a book 
storeroom with a key, or the like. When th docu- 
ment or figure is copied again, decryption process- 
ing is performed, thereby to make it possible to 

5 know the content of the enciphered document or 
drawing when required. 

The encryption/decryption processing circuit 2 
may add an error-correcting code (including a par- 
ity code, a CRC (Cyclic Redundancy Check Code) 

10 or the like) to the enciphered ciphertext data, and 
may give to the printer 3 the ciphertext data with 
the error-correcting code. The printer 3 prints the 
ciphertext data and the error-correcting code on 
paper or the like. At the time of decryption, the 

15 image scanner 1 reads the ciphertext data and the 
error-correcting code, and the encryp- 
tion/decryption processing circuit 2 performs de- 
cryption processing after error correction of the 
ciphertext data is made using the error-correcting 

20 code. 

Consequently, it is possible to reduce the situ- 
ation where decryption processing cannot be per- 
formed due to an error in the data raised at the 
time of printing done by the printer 3 (a defect in 
25 the data, for example) and an error in the data 
raised at the time of reading the data by the image 
scanner 1 . 

(3) A method of managing an encryption key 

30 

When ciphertext is deciphered, the same key 
as the encryption key used at the time of the 
encryption must be used as a decryption key. 
Consequently, the encryption key must be man- 

35 aged in such a manner that the encryption key 
used at the time of the encryption and paper or the 
like on which the ciphertext data is printed have a 
one-to-one correspondence with each other and the 
encryption key is not known by the third person. 

40 The following are examples of the management of 
the encryption key. 

When data is enciphered, the control circuit 7 
determines at random an address (a physical ad- 
dress or a logical address) which has not been 

45 used in order to store the encryption key in the 
memory 5. The control circuit 7 stores the encryp- 
tion key generated by the key generating circuit 4 
in a memory cell designated by the above address. 
Furthermore, the control circuit 7 displays the 

50 address on the display device 9. The user sees the 
address displayed on the display device 9 to 
memorize or make a note of, for example, this 
address in correspondence with the ciphertext or 
the paper on which the ciphertext is printed. For 

55 example, it is considered that an identifier is as- 
signed to the paper or the like on which the cipher- 
text is printed, to make a note of the address in 
correspondence with the identifier. 
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When the ciphertext is deciphered and printed, 
the us r searches an address storing an encryption 
k y (a decryption key) corresponding to the cipher- 
text in the note or the like, and inputs this address 
using the keyboard 8. The decryption key (the 
encryption key) is read out of the memory 5 on the 
basis of the inputted address, and is applied to the 
encryption/decryption processing circuit 2, to per- 
form decryption processing. 

The user need not know the content of the 
encryption key, provided that he or she makes a 
note of or memorizes only the address in correla- 
tion with the paper or the like on which the cipher- 
text is printed. 

The user can also eliminate an unnecessary 
encryption key from the memory 5 using the key- 
board 8. Consequently, the memory cell in the 
memory 5 is released, which can be used for 
storing another encryption key. 

As a modified example, the address in the 
memory 5 determined by the control circuit 7 as 
described above is stored in a card (a card with a 
magnetic stripe, a memory card, or the like) or a 
floppy disk (FD). In this modified example, a card 
reader/writer or an FD device (not shown) is con- 
nected to the control circuit 7 through an interface 
circuit. The user sets the card in the card read- 
er/writer or the FD in the FD device. The control 
circuit 7 writes an address determined in the same 
manner as described above into the card or the 
FD. The user describes or writes (makes a note of) 
on the card or the FD an identifier attached to 
paper or the like on which ciphertext is printed. 

At the time of decryption, the card or the FD is 
set, whereby the control circuit 7 reads the address 
recorded on the card or the FD, and a decryption 
key is read out of the memory 5. 

It is possible to store a plurality of addresses in 
the card or the FD, and also describe or write 
(make a note of) identifiers assigned to paper or 
the like which correspond to the respective ad- 
dresses. In this case, at the time of decryption, 
data indicating which of the plurality of addresses 
stored in the card or the like is to be used is 
inputted to the control circuit 7 by the user. 

As another modified example, the control cir- 
cuit 7 determines an identifier for specifying cipher- 
text or a medium such as paper on which the 
ciphertext is printed, and the identifier and an en- 
cryption key are stored in a card or an FD in 
correspondence therewith (with the identifier and 
the encryption key as a set). A plurality of identifi- 
ers and encryption keys respectively correspond- 
ing to the identifiers can be stored in one card or 
one FD. 

At the time of decryption, the control circuit 7 
reads out the identifiers stored in the card or the 
FD, and displays a list of the identifiers on the 



display 9. When the user selects on of the dis- 
played identifiers, an encryption key (a decryption 
key) corresponding to the selected identifier is read 
out of the card or the like, to perform decryption 
5 processing. 

(4) Modified Example 

Modified examples of the copying machine 

10 with an encryption function include one comprising 
an external storage device 10 (a floppy disk stor- 
age device, a hard disk storage device or the like) 
and an interface circuit 1 1 as shown in Fig. 5. An 
encryption key (a decryption key at the time of 

75 decryption) is stored in the external storage device 
10. Circuits, devices and the like assigned the 
same reference numerals as those shown in Fig. 1 
are the same as those shown in Fig. 1 . 

In the copying machine with an encryption 

20 function, an encryption key generated by a key 
generating circuit 4 is fed to an encryp- 
tion/decryption processing circuit 2 through a se- 
lector 6, and is also applied to a control circuit 7. 
The control circuit 7 stores the encryption key fed 

25 from the key generating circuit 4 in the external 
storage device 10 through the interface circuit 11. 

Another modified example is one having a data 
compressing and expanding function. Fig. 6 is a 
block diagram showing the construction of a copy- 

30 ing machine with an encryption function having a 
data compressing and expanding function. Com- 
pressing/expanding circuits 12 and 13 are respec- 
tively provided between an image scanner 1 and 
an encryption/decryption processing circuit 2 and 

35 between the encryption/decryption processing cir- 
cuit 2 and a printer 3. Circuits, devices and the like 
assigned the same reference numerals as those 
shown in Fig. 1 are the same as those shown in 
Rg. 1. 

40 In this modified example, a user can select two 

types of processing, that is, processing (1) of com- 
pressing data from the image scanner 1 and then 
enciphering and printing the compressed and enci- 
phered data, and processing (2) of deciphering 

45 data from the image scanner 1 and then expanding 
and printing the deciphered and expanded data. 
The selected processing is inputted using the key- 
board 8. 

When the processing (1) is selected, the con- 
50 trol circuit 7 respectively applies a compression 
signal c7 and a non-process signal c8 to the com- 
pressing/expanding circuit 12 and the compress- 
ing/expanding circuit 13. In response to these sig- 
nals, the compressing/expanding circuit 12 com- 
55 presses data d1 from the image scanner 1 and 
applies compressed data d3 to the encryp- 
tion/decryption processing circuit 2, and the com- 
pressing/expanding circuit 13 applies data d2 as is 
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from th encryption/decryption processing circuit 2 
to the printer 3 without processing the data. This 
mak s it possible to compress data on a document 
set in the image scanner 1 and then encipher and 
copy the compressed and enciphered data. 5 

When the processing (2) is selected, the con- 
trol circuit 7 respectively applies a non-processing 
signal c7 and an expansion signal c8 to the com- 
pressing/expanding circuit 12 and the compress- 
ing/expanding circuit 13. In response to these sig- 70 
nals, the compressing/expanding circuit 12 applies 
the data d1 as is from the image scanner 1 to the 
encryption/decryption processing circuit 2 without 
processing the data, and the compress- 
ing/expanding circuit 13 expands the data d2 from 15 
the encryption/decryption processing circuit 2 and 
applies the expanded data to the printer 3. This 
makes it possible to decipher data on a document 
set in the image scanner 1 and then expand and 
copy the deciphered and expanded data. 20 

Data read by the image scanner 1 can be also 
printed by the printer 3 after being merely com- 
pressed or expanded without being enciphered or 
deciphered. 

Furthermore, the data from the image scanner 25 
1 may be compressed by the compress- 
ing/expanding circuit 13 to be printed after being 
enciphered by the encryption/decryption process- 
ing circuit 2, or the data from the image scanner 1 
may be deciphered by the encryption/decryption 30 
processing circuit 2 to be printed after being ex- 
panded by the compressing/expanding circuit 12. 
The data compressing/expanding circuits 12 and 
1 3 may be constructed by one circuit. 

An external storage device can be also added 35 
as shown in Fig. 5 to the copying machine with an 
encryption function having a data compress- 
ing/expanding function. The image scanner 1, the 
compressing/expanding circuit 12 or 13 may add 
an error-correcting code to data. 40 

As another modified example, data (plaintext 
data or ciphertext data) stored in a magnetic stor- 
age device (a floppy disk storage device or a hard 
disk storage device), an optical storage device, a 
semiconductor storage device or the like can be 45 
inputted to the encryption/decryption processing 
circuit 2, where the data is enciphered or de- 
ciphered, after which the enciphered or deciphered 
data is printed on paper or the like by the printer 3. 
It is also possible to encipher or decipher the data 50 
from the image scanner 1, and store the enci- 
phered or deciphered data in a magnetic storage 
device, an optical storage device, a semiconductor 
storage device or the like. 



II. Second Embodiment 

Fig. 7 is a block diagram showing the construc- 
tion of a copying machine with an encryption func- 
tion in a second embodiment. 

In the copying machine with an encryption 
function according to the second embodiment, data 
which is obtained by an image scanner 1 by scan- 
ning one line (from one end to the other end of a 
document such as paper) is enciphered, after 
which synchronous data is added to the head and 
the end of ciphertext data of the one line. 

Fig. 8a illustrates for each line ciphertext data 
read from the image scanner 1 and enciphered by 
an encryption/decryption processing circuit 2. 
Ciphertext data Mi to M n are respectively cipher- 
text data obtained by enciphering data which is 
obtained by the image scanner 1 by scanning one 
line. Fig. 8b illustrates ciphertext data of each line 
having synchronous data ji in its head and syn- 
chronous data j 2 in its end. 

A bit string which is not generally formed when 
data is enciphered is used for synchronous data. 
Examples of the synchronous data include 32-bit 
data FFFFFFFF (in hexadecimal representation) or 
E5E5E5E5 (in hexadecimal representation). In Fig. 
8b, 32-bit data FFFFFFFF (in hexadecimal repre- 
sentation) and 32-bit data E5E5E5E5 (in hex- 
adecimal representation) are respectively used as 
synchronous data in the head and synchronous 
data in the end. 

Figs. 9a and 9b are flow charts showing the 
flow of processing of adding and eliminating syn- 
chronous data. 

A control circuit 7 first enters a waiting state of 
data d5 from the image scanner 1 (step 301). 
When the data d5 from the image scanner 1 is 
inputted to the control circuit 7 (YES in step 301), 
the control circuit 7 judged whether or not data is 
to be enciphered (step 302). 

If data is enciphered (YES in step 302), the 
control circuit 7 outputs the synchronous data ji to 
a printer 3 (step 303), and applies the input data d5 
to the encryption/decryption processing circuit 2. 
The encryption/decryption processing circuit 2 en- 
ciphers data d6 fed from the control circuit 7 (step 
304), and returns ciphertext data d7 to the control 
circuit 7. The control circuit 7 outputs the ciphertext 
data to the printer 3 (step 305). 

The control circuit 7 can know whether or not 
data of one line is terminated on the basis of a 
control signal d applied from the image scanner 1. 
If the control circuit 7 judges that encryption of 
data corresponding to one line is terminated (YES 
in step 306) by the signal d , the control circuit 7 
outputs the synchronous data j 2 to the printer 3 
(step 307). 
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When the data is nciphered, the processing in 
the steps 303 to 307 ar performed with resp ct to 
data corresponding to all lines (step 308). When 
the image scanner 1 scans all the lines, the ter- 
mination of the scanning is informed to the control 
circuit 7 by the control signal c1, whereby the 
control circuit 7 terminates the processing (YES in 
step 308). 

In the printer 3, data d8 (ciphertext data and 
synchronous data ji and k) applied from the con- 
trol circuit 7 is printed on a medium such as paper. 

If ciphertext data is deciphered (NO in step 
302, and YES in step 309), the control circuit 7 
judges whether or not the data d5 from the image 
scanner 1 is the synchronous data ji , and skips the 
data d5 if the data d5 is the synchronous data ji - 
(YES in step 310). After skipping the data ji, the 
control circuit 7 applies the input data d5 (cipher- 
text data) to the encryption/decryption processing 
circuit 2 to perform decryption processing (step 
311). The control circuit 7 accepts the deciphered 
data d7 (plaintext data), and outputs the data d7 to 
the printer 3 (step 312). If the synchronous data [2 
is applied from the image scanner 1 to the control 
circuit 7, the decryption processing is terminated 
(YES in step 313). The same processing is re- 
peated with respect to the succeeding line (step 
308). The decryption is started and completed for 
each data between the synchronous data ji and J2 
(data corresponding to one line). 

The plaintext data d8 is applied to the printer 3, 
where the data is printed on a medium such as 
paper. 

If the data d5 from the image scanner 1 is 
neither enciphered nor deciphered (NO in step 302, 
and NO in step 309), the control circuit 7 outputs 
the input data d5 as is to the printer 3 (step 314). 

Devices, circuits and the like assigned the 
same reference numerals as those shown in Fig. 1 
are the same as those shown in Fig. 1 . 

Even when ciphertext data corresponding to a 
certain line cannot be correctly deciphered due to 
defective bits, for example, by adding synchronous 
data for each ciphertext data corresponding to one 
line, the effect thereof can be prevented from being 
exerted on another line. For example, consider a 
case where ciphertext data corresponding to one 
line is composed of 1280 bits and is deciphered in 
units of 64 bits. Further consider a case where 
1280 bits composing the ciphertext data corre- 
sponding to one line is changed into 1270 bits due 
to a defect in the data occurring when the data is 
printed or read (or 1290 bits by extra reading of the 
data) so that the data cannot be correctly de- 
ciphered. Even such a case, the data composed of 
1270 bits (or 1290 bits) is not deciphered with 10 
bits on the succeeding line added to the 1270 bits 
(or with extra 10 bits added to the succeeding line), 



but the 1270 bits data is deciphered as is on this 
line to complete proc ssing. Decryption is start d 
again in the succeeding line. Consequently, the 
effect of an error in data corresponding to a certain 

5 line is not exerted on the succeeding line. 

Modified examples of the second embodiment 
include one comprising an external storage device, 
one having a data compressing and expanding 
function, and one having an error-correcting code 

10 added to data, as in the modified example of the 
first embodiment. In addition, data may be also 
read from a magnetic storage device or the like in 
place of the image scanner 1 , and data can be also 
written into a magnetic storage device or the like in 

75 place of the printer 3. 

III. Third Embodiment 

Fig. 11a illustrates the construction of special 

20 paper on which ciphertext data is printed in a third 
embodiment. Fig. 11b is an enlarged front view 
showing the special paper, and Fig. 11c is an 
enlarged cross sectional view taken along a line X1 
- X1 shown in Fig. 1 1a. 

25 Special paper 60 includes a data area 61 and 

synchronous areas 62a and 62b. The data area 61 
is constituted by plain paper, and ciphertext data is 
printed on the area 61. The synchronous areas 62a 
and 62b are in a state where paper is cut, as 

30 shown in the enlarged cross sectional view (Fig. 
11c). The synchronous areas 62a and 62b are 
respectively covered with transparent sheets 64a 
and 64b which can transmit light. Consequently, 
light can path through the paper from one surface 

35 to the other surface thereof in the synchronous 
areas 62a and 62b. 

The width W 3 of the synchronous areas 62a 
and 62b may be a width which a synchronous data 
detecting circuit as described later can detect. In 

40 addition, the respective spaces wi and W2 between 
the synchronous area 62a and the data area 61 
and the synchronous area 62b and the data area 
61 may be set to a predetermined value or zero. 
Fig. 10 is a block diagram showing the con- 

45 struction of a copying machine with an encryption 
function in the third embodiment. Devices, circuits 
and the like assigned the same reference numerals 
as those shown in Fig. 1 in the first embodiment 
are the same as those shown in Fig. 1 . 

50 Synchronous data detecting circuits 14 and 16 

are circuits for respectively determining whether or 
not there are the synchronous areas 62a and 62b 
on paper or the like set on an image scanner 1 and 
a printer 3. 

55 The image scanner 1 and the synchronous 

data detecting circuit 14 are operated in synchro- 
nization with each other in accordance with by a 
synchronous signal s1. Specifically, the synchro- 
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nous data detecting circuit 14 xamines whether or 
not there is a synchronous area with respect to the 
same portion as a portion where the image scanner 
1 reads data. In addition, the printer 3 and the 
synchronous data detecting circuit 16 are operated 
in synchronization with each other in accordance 
with synchronous signal s2. Specifically, the syn- 
chronous data detecting circuit 16 examines wheth- 
er or not there is a synchronous area with respect 
to the same portion as a portion where the printer 3 
prints data. 

Fig. 12 is a block diagram showing the con- 
struction of the synchronous data detecting circuits 
14 and 16. Each of the synchronous data detecting 
circuits 14 and 16 comprises a sensor circuit 141, 
a light emitting device 142, and a light receiving 
device 143. If light emitted from the light emitting 
device 142 passes through a transparent sheet 64a 
or 64b and a synchronous area 62a or 62b (a 
notch), and the light receiving device 143 receives 
the light, an output signal u1 or u2 of the sensor 
circuit 141 attain a low level (0 which is a binary 
number). If light from the light emitting device 142 
is intercepted by a data area 61 and does not 
reach the light receiving device 143, the output 
signal u1 or u2 of the sensor circuit 141 attains a 
high level (1 which is a binary number). Since plain 
paper cannot transmit light, an output of the sensor 
circuit 141 enters a high level state. 

Data dl from the image scanner 1 and the 
signal u1 from the synchronous data detecting cir- 
cuit 14 are inputted to a synchronous data remov- 
ing circuit 15. The synchronous data removing cir- 
cuit 15 is a circuit for skipping data read from the 
synchronous areas 62a and 62b if paper set on the 
image scanner 1 is the special paper and applying 
only data read from the data area 61 to an encryp- 
tion/decryption processing circuit 2. 

Fig. 13 is a logical circuit diagram showing the 
construction of the synchronous data removing cir- 
cuit 15. In a case where ciphertext data is de- 
ciphered and printed, a high-level signal is applied 
as a control signal c5 to a D - FF (D-flip flop) 144 
from the control circuit 7, and an output signal c50 
of the D - FF 144 attains a high level. In a case 
where plaintext data is enciphered and printed, a 
low-level signal is applied to the D - FF 144 from 
the control circuit 7, and an output signal c50 
attains a low level. 

Figs. 14a and 14b are timing charts showing 
the relationship among the input data c50 (c5), d1 
and u1 and output data d5 of the synchronous data 
removing circuit 15. 

When information described on plain paper or 
the like is read and enciphered, and the enciphered 
information is printed on the special paper 60, the 
signal c50 is brought into a low level by the control 
circuit 7. Since the plain paper or the like which is 



not special paper cannot transmit light from the 
light mining device 142, the output signal u1 of 
the synchronous data detecting circuit 14 always 
attains a high level. The data dl from the image 
5 scanner 1 as is is outputted as the output data d5 
of the synchronous data removing circuit 15 (see 
Fig. 14a). 

When ciphertext data printed on the special 
paper 60 is deciphered and printed, the signal c50 

70 is brought into a high level by the control circuit 7. 
The output signal u1 of the synchronous data de- 
tecting circuit 14 attains a low level in the synchro- 
nous areas 62a and 62b of the special paper 60, 
while attaining a high level in the data area 61 

15 thereof. Consequently, data read from the synchro- 
nous areas 62a and 62b by the image scanner 1 is 
eliminated, and only data read from the data area 
61 is applied to the encryption/decryption process- 
ing circuit 2 as the output data d5 of the synchro- 

20 nous data removing circuit 15 (Fig. 14b). 

The output signal u1 of the synchronous data 
detecting circuit 14 is also applied to the encryp- 
tion/decryption processing circuit 2. The encryp- 
tion/decryption processing circuit 2 starts decryp- 

25 tion processing of the input signal d5 in synchro- 
nization with the change of the signal u1 into a high 
level, while completing decryption processing in 
synchronization with the change of the signal u1 
into a low level. Specifically, decryption is newly 

30 started and completed repeatedly for each data 
corresponding to one line read from the image 
scanner 1 . 

By thus using special paper having synchro- 
nous areas in both its ends, even if data cor- 

35 responding to a certain line cannot be correctly 
deciphered because an error such as a defect in 
the data occurs, as in the above described second 
embodiment, the decryption is started again in the 
succeeding line, whereby the adverse effect of the 

40 preceding line is not exerted on the succeeding 
line. In addition, synchronous data need not be 
added to the ciphertext data by providing the syn- 
chronous areas on the paper. 

The printer 3 prints input data d2 only when a 

45 signal u2 from the synchronous data detecting cir- 
cuit 16 is at a high level. Consequently, the data 
can be printed by skipping the data read from the 
synchronous areas 62a and 62b. 

Modified examples of the special paper include 

so ones shown in Figs. 15a to 15d. Fig. 15a is an 
enlarged front view, and Fig. 15b is an enlarged 
cross sectional view of Fig. 15a. Fig. 15c is also an 
enlarged front view, and Fig. 15d is an enlarged 
cross sectional view of Fig. 15c. 

55 Synchronous areas are covered with transpar- 

ent sheets in Figs. 15a and 15b, while not being 
covered with transparent sheets in Figs. 15c and 
15d. 
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In the modified example, each of th synchro- 
nous areas 62a and 62b is constituted by a plural- 
ity of slits. The slits can transmit light. Ciphertext 
data corresponding to one line is printed between 
slits 65a and 65b (on a broken line). The longitudi- 
nal length w* of the slit may be smaller than one 
dot determined by the resolution of the image 
scanner 1. 

Furthermore, a synchronous code (for example, 
E5E5E5E5 in hexadecimal representation) may be 
printed, for example, in a bar code shape without 
cutting paper or providing slits in the synchronous 
areas, or a synchronous code may be printed, for 
example, in a bar code shape on transparent 
sheets 64a and 64b. In addition, a magnetic ma- 
terial or a material from which light is reflected can 
be also used for synchronous areas or created 
thereto, and the synchronous areas can be de- 
tected by detecting its magnetism or reflected light. 
Further, synchronous areas can have a structural 
change such as irregularities. 

Modified examples of the third embodiment 
include one comprising an external storage device, 
one having a data compressing and expanding 
function, and one having an error-correcting code 
added to data, as in the modified example of the 
first embodiment. 

IV. Fourth Embodiment 

Fig. 16 is a block diagram showing the con- 
struction of a copying machine with an encryption 
function in a fourth embodiment. In the fourth em- 
bodiment, a facsimile function is added to the 
copying machine with an encryption function. A 
user can utilize the copying machine with an en- 
cryption function as a copying machine or a fac- 
simile machine. 

Devices, circuits and the like assigned the 
same reference numerals as those shown in Fig. 6 
are the same as those shown in Fig. 6. 

When the copying machine with an encryption 
function is used as a copying machine, data read 
by an image scanner 1 is processed in the same 
manner as that shown in Fig. 6 except that it 
passes through a selector 17 and a demultiplexer 
18, and is printed by a printer 3. 

When the copying machine with an encryption 
function functions as a receiver in facsimile com- 
munication, a receiving circuit 19 and a transmitting 
circuit 20 are used. The receiving circuit 19 and the 
transmitting circuit 20 are respectively connected 
to another transmitter (a facsimile machine) and 
another receiver (a facsimile machine) through 
communication lines. 

When data from another transmitter is inputted 
to the receiving circuit 19, control data is inputted 
to the receiving circuit 19 from the transmitter prior 



to the data input. The control data includes data 
repres nting the presenc or absenc of compres- 
sion of received data and data representing the 
presence or absence of encryption. The control 
5 data is applied as a control signal c9 to a control 
circuit 7 from the receiving circuit 19. 

The control circuit 7 to which the control signal 
c9 is applied gives a control signal c11 to the 
selector 17 so that data from the receiving circuit 

10 19 is applied to a compressing/expanding circuit 
12, gives a control signal c5 to an encryp- 
tion/decryption processing circuit 2 so as to per- 
form decryption processing if received data is enci- 
phered, and gives a control signal c7 or c8 to a 

15 compressing/expanding circuit 12 or 13 so as to 
perform expanding processing if received data is 
compressed. Further, the control circuit 7 applies a 
control signal c12 to the demultiplexer 18 so that 
data from the compressing/expanding circuit 13 is 

20 applied to the printer 3. 

If the received data is enciphered after being 
compressed, therefore, the received data is de- 
ciphered by the encryption/decryption processing 
circuit 2, after which the deciphered data is ex- 

25 panded by the compressing/expanding circuit 13, 
and the expanded data is printed on paper or the 
like by the printer 3. 

Furthermore, if the received data is only com- 
pressed, the received data is expanded by the 

30 compressing/expanding circuit 12 or 13, and the 
expanded data is printed by the printer 3. 

When the data read by the image scanner 1 is 
transmitted to another receiver (a facsimile ma- 
chine), the control circuit 7 applies the control 

35 signal c11 to the selector 17 so that the data from 
the image scanner 1 is applied to the compress- 
ing/expanding circuit 12, and applies the control 
signal c12 to the demultiplexer 18 so that the data 
from the compressing/expanding circuit 13 is ap- 

40 plied to the transmitting circuit 20. 

Furthermore, when the data is enciphered after 
being compressed and is transmitted, the control 
circuit 7 respectively applies the compression sig- 
nal c7 and the enciphering signal c5 to the com- 

45 pressing/expanding circuit 12 and the encryp- 
tion/decryption processing circuit 2. The control 
circuit 7 applies data indicating that transmitted 
data is enciphered after being compressed to the 
transmitting circuit 20 by a control signal c10. The 

so transmitting circuit 20 transmits the data applied by 
the control signal c10 as control data prior to the 
transmission of the data. Thereafter, the transmit- 
ting circuit 20 transmits data (ciphertext data) d4 
from the demultiplexer 18. Consequently, the data 

55 from the image scanner 1 can be enciphered after 
being compressed and can be transmitted. 

The data from the image scanner 1 can be also 
only compressed by the compressing/expanding 
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circuit 12 or 13 and transmitted, or can be also 
only encipher d without being compress d and 
transmitted. In addition, an error-corr cting code 
can be also added to the transmitted data. The 
compressing/expanding circuits 12 and 13 may be 
constituted by one circuit. 

Modified examples of the fourth embodiment 
include one comprising an external storage device, 
similarly to the modified example of the first em- 
bodiment. 

Claims 

1. A copying machine with an encryption func- 
tion, which optically reads information from a 
first medium on which information is printed or 
described or written, and prints or describes or 
writes the read information on the surface of a 
second medium, or stores the read information 
in a third medium in which information is elec- 
trically, magnetically or optically stored, or 
which reades information from a fourth me- 
dium in which information is electrically, mag- 
netically or optically stored and prints or de- 
scribes or writes the read information on the 
surface of a fifth medium, comprising: 

information reading means for reading the 
information from said first or fourth medium; 

encryption key generating means capable 
of generating an encryption key for encipher- 
ing the information read by said information 
reading means every time encryption process- 
ing is performed; 

enciphering means for enciphering the in- 
formation read by said information reading 
means using the encryption key generated by 
said encryption key generating means; and 

information writing means for printing or 
describing or writing the information enci- 
phered by said enciphering means on said 
second or fifth medium, or storing the enci- 
phered information in said third medium. 

2. The copying machine with an encryption func- 
tion according to claim 1, wherein 

said encryption key generating means 
generates the encryption key by enciphering a 
pseudo-random number. 

3. The copying machine with an encryption func- 
tion according to claim 1 , wherein 

said encryption key generating means 
generates the encryption key by enciphering 
data obtained by numerically expressing a 
time interval between two instructing inputs out 
of a plurality of instructing inputs provided to 
the copying machine with an encryption func- 
tion and including the start and the stop of 



copying, th numb r of copies, and the des- 
ignation of encryption and decryption. 

4. The copying machine with an encryption func- 
s tion according to any one of claims 1 to 3, 

further comprising: 

a first memory for storing the encryption 
key generated by said encryption key generat- 
ing means, and 
10 deciphering means for deciphering the in- 

formation read by said information reading 
means utilizing as a decryption key the en- 
cryption key stored in said first memory. 

75 5. The copying machine with an encryption func- 
tion according to claim 4, further comprising: 

determining means for determining, at ran- 
dom, a storage location, which has not been 
used, in order to store the encryption key 

20 generated by said encryption key generating 

means in said first memory, 

first displaying means for displaying the 
storage location determined by said determin- 
ing means, and 

25 inputting means for inputting the storage 

location displayed by said first displaying 
means, 

said deciphering means reading out the 
encryption key from the storage location in 
30 said first memory, which is inputted by said 

inputting means, and deciphering the informa- 
tion read by said information reading means 
utilizing the encryption key as a decryption 
key. 

35 

6. The copying machine with an encryption key 
according to claim 4, further comprising: 

determining means for determining, at ran- 
dom, a storage location, which has not been 
40 used, in order to store the encryption key 

generated by said encryption key generating 
means in said first memory, and 

a second memory for storing the storage 
location determined by said determining 
45 means, 

said deciphering means reading out the 
encryption key from the storage location in 
said first memory, which is stored in said sec- 
ond memory, and deciphering the information 
so read by said information reading means utiliz- 

ing the encryption key as a decryption key. 

7. The copying machine with an encryption func- 
tion according to any one of claims 1 to 3, 

55 further comprising: 

identifier determining means for determin- 
ing an identifier of said second, third or fifth 
medium, and 
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a third memory for storing the identifier 
determined by said identifier determining 
means and the encryption key generated by 
said encryption key generating means in cor- 
respondence with each other. 5 

8. The copying machine with an encryption func- 
tion according to claim 7, further comprising: 

second displaying means for displaying 
said identifier stored in said third memory, w 

inputting means for designating said iden- 
tifier displayed by said second displaying 
means, and 

deciphering means for reading out from 
said third memory the encryption key cor- 75 
responding to the identifier inputted by said 
inputting means and deciphering the informa- 
tion read by said information reading means 
utilizing the encryption key as a decryption 
key. 20 



determined spacing, 

said information reading means repeatedly 
optically r ads the information from said one 
synchronous area to the other synchronous 
area adjacent thereto on the surface of said 
first medium, and 

said deciphering means starts the decryp- 
tion of the information read from the area other 
than the synchronous areas in synchronization 
with the movement of said information reading 
means from the synchronous areas to the area 
other than the synchronous areas, while com- 
pleting the decryption of the information in 
synchronization with the movement of said in- 
formation reading means from the area other 
than the synchronous areas to the synchro- 
nous areas, to repeat the start and the comple- 
tion of the decryption. 



9. The copying machine with an encryption func- 
tion according to any one of claims 1 to 8, 
further comprising: 

synchronous code adding means for add- 25 
ing a synchronous code for each predeter- 
mined spacing to the information enciphered 
by said enciphering means. 

10. The copying machine with an encryption func- 30 
tion according to claim 4, 5, 6 or 8, wherein 

the information read by said information 
reading means includes a synchronous code 
for each predetermined spacing, and 

said deciphering means deciphers the in- 35 
formation by repeating the start and the com- 
pletion of decryption processing by detecting 
said synchronous code. 

11. The copying machine with an encryption func- 40 
tion according to any one of claims 1 to 10, 
wherein 

said second or fifth medium comprises at 
least two parallel synchronous areas for syn- 
chronization in said information writing means 45 
with predetermined spacing, and 

said information writing means repeatedly 
prints or describes or writes the information on 
an area other than the synchronous areas from 
said one synchronous area to the other syn- 50 
chronous area adjacent thereto on the surface 
of said second or fifth medium. 



12. The copying machine with an encryption func- 
tion according to claim 4, 5, 6 or 8, wherein 55 

said first medium comprises at least two 
parallel synchronous areas for synchronization 
in said information reading means with pre- 
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